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1. INTRODUCTION 

Yenepoya Institute of Technology (YIT) is progressing with a VISION “Set up the 

Standard for Engineering Sciences Education” and with a MISSION “Educate and 

Transform the Student Community”.  YIT believes that excellence in education is not a 

destination rather it is a continuous journey associated with academic, co-curricular, 

extracurricular, sports and research. In addition to all academic facilitation offered, now, 

YIT has formed Institution Innovation Council (IIC) to frame an Innovation Policy for 

strategic plan to promote innovation and entrepreneurship in the Institution through 

multitudinous modes leading to an innovation promotion ecosystem in the campus. IIC 

aims to encourage, inspire and nurture young students by supporting them to work with 

new ideas and transform them into prototypes. Further, the policy also attributes to the 

innovation activities towards economic progress, social, culture and health, including 

social well-being.  

2. OBJECTIVES  

➢ To encourage students to take up innovation  and provide assistance for the same 

➢ To promote students  to convert ideas/ innovations into commercially viable 

product / process  

➢ To organize periodic workshops/ seminars/ interactions with Industry 

professionals and create a mentor pool for student innovators. 

➢ To create a vibrant local innovation ecosystem. 

➢ Establish Functional Ecosystem for Scouting Ideas and Pre-incubation of Ideas. 

➢ Develop better Cognitive Ability amongst Technology Students. 

➢ Identify and reward innovations and share success stories. 

➢ Organize Hackathons, idea competition, mini-challenges etc. with the involvement 

of industries. 
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3. IIC COMMITTEE  

  The IIC committee comprises the following members 

a. Principal (ex officio member) 

b. Institute level Innovation coordinator (Faculty)  

c. Head of all academic departments (ex officio member) 

d. Institute level Innovation  student coordinator  

Each department shall have one department level Innovation coordinator who will 

oversee all the responsibilities of the respective department and coordinate with institute 

level Innovation coordinator.  

a. Responsibilities of the IIC Committee 

Committee members shall act, as per assigned designation and responsibilities, to meet 

the objectives of Innovation policy and overall growth with impartial and efficient co-

ordination.  

➢ Set and regulate the standards/policy for Innovation activities in adherence to the 

current safety practices, plagiarism, ethical standards and institutional oversight.  

➢ Formulate incentive schemes and provide a mechanism for financial assistance for 

promoting Innovation activities. 

➢ Identify thrust Innovation areas and coordinate among the departments  

➢ Monitor the quality of Innovation activities and the utilization of Infrastructure 

and Technological resources 

➢ Evaluate the quality of Innovation done by students to claim incentive scheme 

benefits, yearly.  

➢ Conduct regular review of the progress in Innovation activities 
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4. INNOVATION POLICY  

a. Strategies and  Governance 

(Subjected to approval of IIC and at par with the interest, limitation and norms of the 

institution) 

➢ A dedicated Institution Innovation Council (IIC) with defined specific objectives 

and associated performance indicators for assessment, has been established to 

facilitate development of an Innovation ecosystem in the organization. 

➢ The IIC is established as per the guidelines of MHRD’s Innovation Cell and would 

guide Student and Faculty in conducting various activities related to innovation, 

startup and entrepreneurship development. Collective and concentrated efforts 

should be undertaken to identify, scout, acknowledge, support and reward proven 

student ideas and innovations  

➢ A part of the total annual budget of the institution is being allocated for funding 

and supporting innovation  

➢ Encouragement shall be given for bringing in external funding through 

government (state and central) such as DST , MHRD, AICTE, BIRAC, NSTEDB 

etc. as well as non-government sources 

➢ Funding raising through sponsorships and donations engaging alumni network 

for promoting Innovation shall be encouraged. 

➢ To organize periodic workshops/ seminars/ interactions with Industry 

professionals and create a mentor pool for student innovators. 

➢ To organize Hackathons, idea competition, mini-challenges etc with the 

involvement of industries. 
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b. Enabling Institutional Infrastructure 

           (Subjected to approval of IIC and at par with the interest, limitation and norms of the 

institution) 

➢ Creation of pre-incubation and incubation facilities for nurturing innovations and 

making it available 24*7 to students and Faculty members of all departments 

across the Institute 

➢ Creating facilities within the institution for supporting pre-incubation (Innovation 

Cell, Student club etc.) 

➢ To offer mentoring and other relevant services for students in return for fees or 

zero payment 

➢ The institution infrastructure in form of machines, equipment, tools, testing 

facilities and other resources available in various departments, workshops, 

laboratories, centres etc. would be utilized for pre-incubation and incubation for 

nurturing innovators, without hampering the normal academic schedule of the 

departments. 

 

c.  Capacity Building Program  

 

(Subjected to approval of IIC and at par with the interest, limitation and norms of 

the institution) 

 

➢ The Institution would encourage training and development of faculty and staff 

involved in innovation activities in the Institution. 

➢ Faculty and departments of the Institution have to work in coherence and cross-

departmental linkages would be strengthened through shared faculty, cross-

faculty teaching and research in order to gain maximum utilization of internal 

resources and knowledge 

➢ Periodically some external subject matter experts such as guest lecturers or 

alumni would be engaged for strategic advice and bringing in skills, which are not 

available internally. 
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➢ Faculty and staff would be encouraged to do courses on Innovation 

➢  In order to attract and retain right people, Institution would develop academic 

and non-academic incentives and reward mechanisms for all staff and 

stakeholders that actively contribute and support Innovation agenda and 

activities. 

 

d. Pedagogy and Learning Interventions 

(Subjected to approval of IRC and at par with the interest, limitation and norm of 

the institution) 

➢ A dedicated innovation center is responsible to co-ordinate all student clubs, 

whereas individual departments are responsible for running technical hobby 

clubs, project workshops/labs. 

➢ As a part of awareness program about Innovation ecosystem present in the 

institute, introductory sessions will be organized for all the students of all the 

programs at the Institution. Required slots will be allocated in the time table of 

every department in co-ordination with IIC 

➢ To promote student ideas, projects and innovations based around real life 

challenges, boot camps, visits to rural and underprivileged areas in nearby region 

and hackathons will be organized by IIC on regular basis.  

➢ Pedagogical changes need to be done to ensure that maximum number of student 

projects and innovations are based around real life challenges. Learning 

interventions developed by the institutes for inculcating entrepreneurial culture 

should be constantly reviewed and updated. 
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e. Collaboration and Knowledge Exchange 

➢ The Institute has to collaborate and forge alliances with each and every important 

ecosystem member to result in the best of synergies. One of the fundamental tenets 

on which the incubator is envisioned is collaborating extensively with the 

stakeholders to derive synergies resulting in optimal outcomes. 

➢ Stakeholder engagement should be given prime importance in the Innovation 

agenda of the institute. Institute needs to find potential partners, resource 

organizations, micro, small and medium sized enterprises (MSMEs), social 

enterprises, schools, alumni, and professional bodies to support Innovation and 

co-design the programs. 

➢ Knowledge exchange through collaboration and partnership is a part of 

Innovation policy and Institute provides support mechanisms and guidance for 

creating, managing and coordinating these relationships. 

 

 

 

           (Principal) 

 

 

 

 

Note: Amendment of the policy will be made whenever required. 
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1. INTRODUCTION 

 

Yenepoya Institute of Technology (YIT) is progressing with a VISION “Set up 

the Standard for Engineering Sciences Education” and with a MISSION “Educate 

and Transform the Student Community”.  YIT believes that excellence in education 

is not a destination rather it is a continuous journey associated with academic, co-

curricular, extracurricular, sports and research. In addition to all academic facilities 

offered, now, YIT has formed Institution Research Committee (IRC) to frame a 

Research and Development Policy as a part of strategic plan to create research 

culture and research integrity among the faculty members. It desires students to 

mark the research excellence in core and inter/multi-disciplinary areas.  IRC aids 

and encourage all research minds to promote and disseminate research knowledge 

and to build a YIT Research Hub, comprising of academic and industrial 

communities. Further, the policy also attributes to the innovation activities towards 

economic progress, including social well-being.  

 

.2. OBJECTIVES  

 

➢ To encourage and strengthen the research culture and research integrity to 

have a research hub in the institute catering to build institute’s research 

capabilities 

➢ To encourage core and inter/multi-disciplinary research activities   

➢ To encourage resource mobilization for research 

➢ To integrate research and education 

➢ To strengthen collaborative and student/faculty extension research activities 

➢ To develop research infrastructure 
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3. IRC COMMITTEE  

 

The IRC committee comprises of the following members 

a. Principal (ex officio member) 

b. Institute level research coordinator (nominated)  

c. Head of all academic departments (ex officio member) 

d. All PhD holders and  faculty pursuing PhD  

Each department shall have one department level research coordinator who will 

oversee all the research activity responsibilities of the respective department and 

coordinate with institute level research coordinator.  

 

Responsibilities of the IRC Committee 

Committee members shall act, as per assigned designation and responsibilities, 

to meet the objectives of research policy and overall growth with impartial and 

efficient co-ordination.  

 

➢ Set and regulate the standards/policy for research activities in adherence to 

the current safety practices, plagiarism, ethical standards and institutional 

norms.  

➢ Formulate incentive schemes and provide a mechanism for financial 

assistance for promoting research activities. 

➢ Identify thrust research area and coordinate among the departments  

➢ Abide to initiate/implement all research matters in the curriculum of UG and 

PG programs of VTU/AICTE/Govt. 

➢ Monitor the quality of research activities, publications, progress of Ph.D 

scholars and the utilization of research resources 
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➢ Evaluate the quality of research attainment achieved by the researchers to 

claim incentive scheme benefits, yearly.  

➢ Conduct regular review of the research progress  

 

4. RESEARCH AND DEVELOPMENT POLICY  

 

a. Research Initiatives for Faculty 

 

➢ Eligible faculty members shall be encouraged and permitted to register for 

Ph.D (part time), with full salary  

➢ Faculty pursuing PhD shall be facilitated with one full working day, in a 

week, free from academic work load 

➢ Full administrative support shall be extended to initiate  research and other 

Intellectual Property Rights (IPR) related activities 

➢ The SEED grant shall be considered, by the institution, to initiate the research 

activity based on the quality of research proposal submitted.  

➢ Recognition/acknowledgment of the achievers, (Ph.D award,  Research 

projects, Patent and Publications etc.) shall be done through newsletter, 

newspaper, website,  college digital display and circular) 

b. Research Projects, Collaboration and Training 

 

➢ Faculty with doctoral degree should pursue a minimum of one funded 

research project  

➢ Support and encourage shall be provided to establish collaborative network, 

globally (MOU, exchange activity etc.). 

➢  Support for any other activity to be of significance to carry out research work 

shall be provided 

➢ Full autonomy shall be given to Principal/Co-Investigator to carry out the 

research as per the guidelines of the funding agency 
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➢ Upon demand, selected faculty members shall be deputed to various training 

center to get trained, with financial aid. 

c. Publications (Paper, Patent, Books) 

 

(At par with publication standards set by UGC/AICTE guidelines) 

 

➢ Faculty with doctoral degree should publish minimum one research paper in 

journal and conference proceedings per year.  

➢ Faculty pursuing PhD should publish minimum one research paper in journal 

and conference proceedings at least over a period of two years. 

➢ Each faculty should attend and present papers in conference/workshop every 

year 

➢ Legal and financial support shall be provided for patent registrations 

d. Incentives and Financial Support  

(Subjected to approval of IRC and at par with the interest, limitation and 

norms of the institution) 

 

➢ Incentives (Salary increment/promotion/cash awards) for the following 

achievements  shall be given as per the IRC recommendation 

 

• PhD award (minimum of five years of service in the Institute) 

• Externally sponsored research  grant (based on grant amount)  

• Outstanding research achievement in a year 

• Paper publications (Based on Impact factor, Q journal etc.) 

• Patent 

• Book publications 

➢ Registration Fee, and travel expenses to present paper in 

conferences/workshops/seminars and other professional development 

activities is provided by the institution partly, upon recommendation of IRC 
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➢ The Institution shall support for organizing of 

conferences/workshops/seminars 

 

5. RESEARCH ETHICS  

 

All faculty with PhD degree are the members of ethics committee chaired by 

Principal. All research activities shall be performed in accordance with the YIT 

Research Code of Ethics framework. 

 

The Code of Research Ethics  

 

All Researchers; 

➢ Should have mutual trust, integrity for the exchange of research ideas 

➢ Should report/publish only fact findings and original research output  

➢ Should award authorship only to those researchers who have made an 

original and significant contribution to the conceptualization, design, 

execution, and interpretation of the work carried out. The principal author 

should evaluate the contribution to award corresponding authorship and 

order of the co-authorships. Any other research related contributions should 

be acknowledged.  

➢ Should not involve in any academic misconducts such as misinterpretation, 

plagiarism, violation of IPR rights and violating institute research policy 

➢ Should face research ethical committee enquiry for any research misconduct 

 

 

           (Principal) 

 

Note: Amendment of the policy will be made as and when required. 
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YENEPOYA INSTITUTE OF TECHNOLOGY 
 

MANGALORE – 
–------------------------------------------------------------------------------------------------------------- 
 

HUMAN RESOURCES POLICY OF YENEPOYA INSTITUTE OF TECHNOLOGY 
 
Yenepoya Group of Institutions is a group of Educational Institute started operating since 
1992. The Yenepoya Group of Institution is governed by Islamic academy of education, a 
non-profit organization dedicated to the cause of imparting quality Education. 
 
The President of the Islamic academy of education (IAE) is the Chairman of the Governing 
Council of the Yenepoya Institute of Technology. 
 
The Governing Council for the  YENEPOYA INSTITUTE OF TECHNOLOGY (YIT)is as 
follows: 
 

Sl. No. Name Title Background 

2 
Yenepoya Abdulla Javeed 
YMK Group 
Ashok Nagar 
Mangalore-575 006 

Chairmen Industrialist 

3 
Mr. Moideen Khurshid 
Director Purchase 
Yenepoya University 
Mangalore-575006. 
Email: moideenkhursid@yenepoya.org 

Member  

4 
Shri A. Ramachandra Shetty 
7th Cross, Khailbattal,  
Kadri 
Manglore-575 002 
Phone: 9845233368 

Member Industrialist 
 

 

 

5 
Mr. Farhaad Yenepoya 
Director, Finance 
Yenepoya University 
Deralakatte, Mangalore-575 018. 
Phone: 9880279802 
Email: yenepoya@gmail.com 

Member 
Mechanical Engineer 

MBA 

6 
Prof. Srinikethan 
Chemical Engg. Department 
NITK, Surathkal- 575025 
Phone: 9448858691 
Email: srinikethan.g@gmail.com 

Member 
Chemical Engineer 

7 Sri L. Vasudevamurthy 

EC Member, VTU 

#856, 6th Cross, 9th Main 

BSK 1st Stage, II Block 

Bengalure. 

Phone: 9341210402 

Nominated 

Member (VTU) 
VTU Nominee 

mailto:moideenkhursid@yenepoya.org
mailto:yenepoya@gmail.com
mailto:srinikethan.g@gmail.com


8 
Director    
Technical Education Dept. 
Palace Road 
Bangalore- 560 001. 

Nominee of the 

State Board of 

Technical 

Education 

 

Government Nominee 

9 
Dr. Ramesh Unnikrishnan 

Regional Officer 

All India Council for Technical Education 

South Western Regional Office 

P.K. Block, Road 

Bangalore-560 009 

Nominee of the All 

India Council for 

Technical 

Education 

 

10 
Mr. K.T. Prakash Alva 

Consulting Marine Engineer 

4-3/298, Kodialguttu Road 

Near Veterinary Hospital 

Kodialbail, Mangalore-575003 

Phone: 9945045982 

Email: alvak.p@outlook.com 

Member 
Industrialist 

 
Yenepoya Group of Institutions governed by IAE their Educational services since 
1992 with the sole aim of imparting Quality Education with a Global Perspective. 
 
 

 
2. VISION & MISSION, QUALITY POLICY AND QUALITY OBJECTIVE 
 
Vision: 
         YIT will set the standard for engineering sciences education in the twenty first 
century. We are committed to creating new milestones and standards for students to 
experience an unparalleled educational journey that is intellectually, socially and personally 
Tran’s formative. 
 
MISSION: 
 
YIT will endeavor to educate and transform the student community by instilling in them 
pride in their gifts and talents nurturing them and guiding them in how best to utilize it for 
human welfare and progress. 
 
QUALITY POLICIES: 
 
 We continually aim at striving to improve our Educational Quality Management 

System (EQMS) to make our students qualified, independent and responsible 
citizen, to enable them to excel them to excel in various fields, including Research & 
Development and Industry, thereby contributing immensely towards nation building. 
We inspire and assist our faculty members to upgrade their knowledge and improve 
the quality of Teaching through achieving higher Educational Levels and learning 
advanced Teaching Skills. 

 
QUALITY OBJECTIVES: 
 

• Better Academic Results aiming at University Ranks. 
• Faculty growth and development. 

mailto:alvak.p@outlook.com


• Considerable contribution to society and nation. 
• Better placement opportunities. 

 
3. RECRUITMENT OF FACULTY 
 (a) Cadre Structure of Teaching Faculty: 
 
       LEVEL       CADRE 
 

1.                                  Asst. Professor 
2.     Associate Professor 

   3.     Professor 
   4.    Principal 

 
(b) Qualification: Faculty Member is recruited by recruitment committee based 
on the qualification prescribed by AICTE/UGC for various cadres. At present the 
following criteria are followed. 
 
 

 
(c) MODE OF SELECTION OF FACULTY MEMBERS 
 
 Direct recruitment to all Cadres is based strictly on merit. Selection is done by duly 

constituted Committees. The following procedure is adopted in selection of faculty 
members. 

 
 1. Advertisement in leading Newspapers/Websites etc. 

2. Scrutiny of applications received till the last date mentioned in the 
advertisement. 

  3. Constitution of the selection committee. 
 4. Intimation to candidates about the date and time of interview. 
 5. Written test, demo class and personal interview are conducted. 

6. Based on the performance recommendations are made by the selection 
committee and the candidates are informed of their selection. 

 7. Appointment orders are issued to the selected candidates. 
 
 Occasionally, senior positions at Professor and Associates Professor level are filled 

up (by inviting retired persons or those taking voluntary Retirement from other 
educational institutions and/or industry) on contract basis for a specified period. 

 
Composition of selection committee to recruit faculty members (Maximum of 5 
members) 
 
A SELECTION COMMITTEE IS CONSTITUTED WITH THE FOLLOWING MEMBERS: 
 
 i) Chairman 
 ii) Principal of the college concerned 
 iii) HR Manager 
 iv) Heads of the Department concerned 
 v) One member of MEF nominated by the Chairman of the GC 



 vi) Designated member by VTU 
 
Besides the above, experts may be invited to be a part of the Selection Committee, as 
directed by the Chairman. 
 
4. RECRUITMENT OF NON-TEACHING STAFF: 
 
 i) Cadre Structure of Supporting Staff 
 
ADMINSTRATIVE STAFF 
Administrative Officer/HR Manager/ Systems Manager/ Finance and Account Officer / 
Systems Analyst / Programmer. 
 
MINISTRIAL STAFF 
 
Category 1 Senior Level 
  Superintendent / Asst. Librarian / FDA 
 
Category 2 Junior Level 
  SDA / Housekeeping supervisor 
 
TECHNICAL STAFF 
 
Category 1 Systems Administrative / Lab Asst / Lab Technician / Lab Instruction  
 
GENERAL SERVICES 
 
Category 1 Work Supervisor / Electrician / Drivers/Warden 
Category 2 Non-skilled / Attender / Sweeper 
 
 
 
 
 
 
 
Qualification 
 
Sl. No.     Qualification   Experience 
 
 
1 FDA                Bachelor's Degree of equivalent 10 years service in the lower 
                  category. 
 
2 SDA           Bachelor's Degree of equivalent 1 year experience is desirable 
    
 
3 ELECTRICIAN      certificate of I.T.I in relevant         3 years experience is 

      Trade      desirable. 



 
4 DRIVER       10th Standard, and should possess   1 or 2 years experience as  
         Professional driving license   driver is desirable. 
 
5 OFFICE BOY/       10th Standard.    –----    
 ATTENDER     
 
6 HOUSE KEEPING No formal education is required. 
 ASSISTANT. 
 
N. B:  In deserving cases relaxation like qualification and age may be granted by the 
Management subject to ratification by the Governing Body. 
 
Mode of Selection of Non-Technical Staff: 
 
All the positions are advertised in the News Papers/Websites/Employee reference. After 
scrutiny of applications received and short listing and selection will be done by a 
committee (maximum of 5 members) consisting of : 
 
a) Chairman of Governing Council 
b) HR Manager 
c) Principal 
d) Administrative Officer 
e) Department Head 
 
Intimations are sent to the suitable candidates for a trade test, if necessary, and 
subsequent personal interview, with the selection committee as above. 
 
SAVING CLAUSE: 
 
Nothing in these rules shall adversely affect the interests of any person who was 
appointed to the service of the institute before the commencement of these rules, subject, 
however, to the condition that such person shall not be eligible hereafter for appointment 
to any other post in this institute without possessing or acquiring such qualifications as are 
prescribed for that post. 
 
5. PAY SCALES AND SERVICE CONDITIONS INCLUDING PROMOTION POLICY: 
 
The pay structure for different categories of teachers and equivalent positions shall be as 
per AICTE norms. 
 
ALLOWANCES: 
 
i) Allowance such as House Rent Allowance (HRA), Deputation Allowance, Traveling 
Allowance, Dearness Allowance, Area based Special Compensatory Allowance etc. as 
applicable to teachers and Library and Physical Education cadres, as decided by 
management from time to time. 
 
ii) For Technical Teachers in AICTE approved institutions and equivalent positions in Library 



as defined by AICTE, the rates of allowances as acceptable by the Management 
iii) Technical teachers in AICTE approved institutions and equivalent positions in Library as 
defined by AICTE, with visual, orthopedic hearing or other disabilities under the provisions 
of 'Persons with Disabilities (Protection of Rights, Equal opportunities and full participation) 
Act, 1995' shall be entitled to twice the normal rate of transport allowance as accepted by 
the Central Government on the recommendations - of 6th CPC for Central Government 
Employees with disabilities. 
 
NOTE: Save as otherwise provided every employee of the Institute shall be 

appointed under a written contract and the condition of service relating to 
them shall as far as possible be uniform except in respect of salaries payable 
to them. The contract shall be lodged with the Chairman and a copy thereof 
shall be furnished to the employee concerned. 

 
PROBATION: 
 
i) Initially the selected candidate will be appointed on probation for a period of one 

year from the date of reporting to duty. After which the performance of the 
appointee will be reviewed to regularize the appointment. The service conditions of 
the incumbent will be governed by the rules and regulations of the institute framed 
from time to time. 

 
ii) If any candidate is appointed on purely temporary basis in a vacancy, the candidate 

has no right to claim a permanent post. However, such candidates may also apply 
for permanent post following the regular procedure adapted to the candidates of 
open competition. 

 
iii) If a person, having been appointed temporarily to a post, is subsequently appointed 

on regular establishment, he/she shall commence probation from the date fixed for 
appointment on probation. 

  
iv) Any candidate appointed on temporary/adhoc basis, his/her services can be 

terminated without any notice and without assigning any reason. 
 
INCREMENTS: 
 
i) Increments will be sanctioned only on satisfactory report of performance of the 

Employee. An increment may be withheld to an employee if the conduct has not 
been good or his work has not been satisfactory. The authority ordering such with-
holding the increment shall state the period for which it is to be withheld and 
whether the postponement shall have the effect for postponing future increment 
also. It shall be further stated in the order that the period for which increment has 
been stopped will be exclusive of any period spent on leave before the period is 
completed. 

 
ii) In all cases, the increment is sanctioned based on the report of the appraisal of the 

employee by: 
 a) Students result 
 b) Head of Department feedback 



 c) Principal feedback 
 d) HR feedback 
 e) Over all Performance. 
 
In case on Non-Teaching employee, the appraisal is made by : 

a) Head of Department feedback  
b) Principal feedback  
c) HR feedback. 

 
6.  PROMOTION POLICY: 
 
 Promotion to higher level of service shall be made subject to availability of the 

posts, eligibility of the staff, only on the basis of merit and efficiency, besides the 
commitment of the staff to the cause of all-round development/improvement of the 
corporate life of the institution. Other things being equal, seniority will be the 
deciding criterion. 

 
RETIREMENT:  
 
 A faculty of the institute shall be retired on Superannuation when he/she attaining 

the age of 60 years. All non-teaching and administrative staff shall retire on 
attaining the age of 60. Provided that the authority shall have the right to issue 
orders of premature retirement of an employee who has or not attained the age of 
sixty (60) years for reasons of inefficiency, ill-health and the like. 

 
 However, this rule does not apply to those who are appointed on contract basis for 

whom the management will decide. 
 
RESIGNATION: 
 
i) Any members of the teaching faculty in permanent service shall give three 

months notice in case he/she desires to be relieved on a resignation or in the 
alternative he/she shall pay three months salary in lieu thereof. The resignation 
shall come into force from the date from which the appointing authority accepts the 
resignation or the date of relieving whichever is earlier. Normally they will not be 
relieved in the middle of a semester. 

 
ii) Any member of the Support Staff in regular (not temporary) service shall give 

three 
 
 months notice in case he/she desires to be relieved on resignation or in the alternative 

he/she shall pay three months salary in lieu thereof. The resignation shall come into 
force from the date from which the appointing authority accepts the resignation or 
the date of relieving whichever is earlier. 

 
iii) Any member of the Non-teaching/Support staff during probation shall give one 

month notice in case he/she desires to be relieved on resignation or in the 
alternative he/she shall pay one months’ salary in lieu thereof. The resignation 
shall come into force from the date from which the appointing authority accepts the 



resignation or the date of relieving whichever is earlier. 
 
iv) However, the appointing authority reserves the right to waive the notice period or 

the compensation thereof. 
 
TERMINATION OF SERVICES OF AN EMPLOYEE: 
 
i) The Services of temporary employees are liable to be terminated at any time 

without notice and without assigning any reasons whatsoever. 
 
ii) The Management reserves the right to terminate the service of an Employee 

whether probationer or regular on medical grounds giving one month notice or in 
lieu thereof one month's pay. 

 
iii) The Management may terminate an Employee whether temporary, on probation or 

permanent if he/she is involved in political activity, or in a criminal case or in the 
event, it is proved by a competent Committee appointed by the Management for 
this purpose that the Employee has failed to do his duty leading to moral turpitude 
or negligence of duties. 

 
iv) A service file shall be maintained in respect of each employee of the institute where 

all his/her service particulars shall be recorded under the signature of the Principal 
or Chairman. 

 
v) In case of doubt or interpretation of a rule of YENEPOYA INSTITUTE OF 

TECHNOLOGY, the decision of Chairman will be final and binding. 
 
vi) Not withstanding said anything anywhere, any service rules, which involve financial 

commitments, will be subject to availability of funds and decision of the 
Management will be final. 

 
vii) The Management, subject to the ratification of the Governing Council, is the 

Authority for introducing, repealing or amending any service rule it deems 
necessary for day-to-day administration of the institute. 

 
7. CODE OF CONDUCT: 
 
i) An employee of the institute shall devote his/her whole time to the service of the 

Institute and shall not engaged directly or indirectly in any trade or service or in 
another institution or any other work, which is likely to interfere with the proper 
discharge of his/her duties. This provision shall not apply to the academic work like 
delivering guest lectures, delivering talks and any other work undertaken with prior 
permission of the Principal/Chairman. 

 
ii) Every employee shall, at all time maintain absolute integrity and devotion to duty 

and shall do nothing against the dignity and prestige of the institute, particularly in 
his relationship with the Management Staff, Students, and Visitors to the Institute. 

 
iii) No employee shall, without obtaining the previous sanction of the Principal, ask for 



or accept or in any way participate in the raising of any subscription or other 
pecuniary assistance in pursuance of any object whatsoever except for routine, 
farewell and felicitation functions connected with the institute. 

 
iv) No staff-member of the institute shall engage himself/herself in coaching privately, 

students for any remuneration. 
 
v) No employee shall, except with the previous sanction of the Chairman, accept any 

remuneration or honorary work not connected with the institute. 
 
vi) No employee shall, accept with the previous sanction of the Chairman, own, wholly 

or in part, conduct or participate in editing or management of any news papers or 
other periodical publications. 

 
vii) No employee shall, while being on duty, take part in politics which includes holding 

office, elections or otherwise in any political party or standing for election to the 
State Legislature or the Parliament or take part in any other election as independent 
or on any party ticket. 

 
viii) No employee shall take part in any act or movement, such as strikes, incitement 

thereto or similar activities in connection with any matter pertaining to his service 
or to any other matter, which tends to bring the institute to disrepute, nor shall 
he/she resort to media with his/her grievances. 

 

ix) An employee shall not, without the knowledge and approval of the Chairman & 
Management, have recourse to any organisation/authority, court, or to the press for 
vindication of his grievances. 

 

x) The Governing Body in exercising the provisions of these rules shall exercise the 
power, after giving the employee concerned, an opportunity to explain his/her case. 

 

xi) No employee may absent himself/herself from duty without prior permission. In 
case of emergency or proceeding on leave without prior permission, he/she must 
explain the circumstances, which were beyond his/her control before rejoining duty. 

 

xii) Every employee shall be at work punctually at the timings fixed unless permitted 
otherwise by his/her Superior. 

 

xiii) No employee shall, after reporting himself/herself for work, be found absent during 
the period of work assigned to him. 

 

xvi) No employee shall divulge any information over the business/service activity of YIT 
and he/she should keep all information confidential. 

 

However, the above rule does not apply to Employees appointed on deputation, contract 
basis and for persons appointed temporarily for a specific period. 
 

The following acts of commission/omission shall be treated as misconduct. 
 

• Failure to exercise efficient supervision on the subordinate staff. 



• Insubordination or disobedience to any lawful Order of his/her Superior Officer 
• Gross negligence in teaching or any other duty assigned. 
• No outsider shall be allowed to get inside the premises of the institute without 

prior permission. 
• Any act involving moral turpitude punishable under the provisions of the IPC. 
• Intemperate habits affecting the efficiency of the teaching work. 

• Frequent absenteeism. 
 
Failure on the part of an Employee to give full and correct information regarding his/her 
previous history and record of service and violating any other specific directions or 
instructions given by his/her Superior Officer. 
 

8. DISCIPLINARY PROCEEDINGS (As detailed below) 

 

 No order imposing any punishment on a Member shall be imposed except after: 
 

i) The member will be informed in writing by the Chairman, Principal or HR in 
regard to the allegations on which disciplinary action is proposed to be taken 
and is given an opportunity to make representation that he/she may wish to 
make in person orally or in writing. 

 

ii) Such representation, if any, taken into consideration by the Authority 
competent to impose penalty. 

 

 DISCIPLINARY PUNISHMENT AND APPEALS:  
 

 These rules shall apply to all Employees of the institute. 
 

 The following penalties may, for sufficient reasons be imposed upon the Employees 
of the Institute namely; 

 
a)  Censure 
b) Fine 
c)  With-holding of increments/promotion. 
d) Reduction to a lower post or a lower stage in the time scale. 
e) Recovery from pay of the whole or part of any pecuniary loss caused to the 

Institute by negligence or breach of orders 
f) Suspension 
g)  Compulsory Retirement 
h) Dismissal from the services 

 
Authorities who impose penalties and the Appellate Authority is tabulated below. 
 

Sl. 

No

. 

Penalties/Punishm

ent 

Authorities who impose F/P 

Teaching Non-Teaching Others Executive rank 

(Principal & 

above) 

Appellate 

1 Censure Principal/ AO/ 

HR 

Principal/ AO/ HR Principal/ AO/ 

HR 

Chairman Principal/HR 



2 Fine Principal/ AO/ 

HR 

Principal/ AO/ HR Principal/ AO/ 

HR 

Chairman Chairman 

3 Withholding 

Increment 

Principal/ AO/ 

HR 

Principal/ AO/ HR Principal/ AO/ 

HR 

Chairman Chairman 

4 Withholding  

Promotion * 

Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman Chairman 

5 Recovery from pay 

of the whole or 

part of the 

pecuniary loss of 

the institute * 

Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman Chairman 

6 Suspension * Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman Governing 

Council 

7 Compulsory  

retirement * 

Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman Governing 

Council 

8 Dismissal from 

service * 

Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman/ AO/ 

Principal /HR 

Chairman Governing 

Council 

 
 
 
 
 
Where is proposed to impose, on an employee, any of the penalties specified, he/she shall 
be given an opportunity for making any representation that he/she may desire to make, 
and such representations, if any, shall be taken into consideration before the order, 
imposing the penalty is passed. 
 

No employee of the Institute shall be dismissed or removed or compulsory retired or 
reduced in Rank except after an enquiry in which he has been informed of the charges 
against him and given a reasonable opportunity of being heard in respect  of these 
charges and where it is proposed after such enquiry to impose on him/her any such 
penalty, until he/she has been given a reasonable opportunity of making a representation 
on the penalty proposed, but only on the basis of the evidence adduced during such 
enquiry. 
 

*The enquiry shall be made by Board of Enquiry Constituted by the Chairman for the 
purpose. 
 

Every Employee of the institute shall be entitled to one appeal from an order imposing on 
him any of the penalties specified to the Appellate authority. 
 

In case of appeal, the decision of Appellate authority is final. 
 

9. JOB RESPONSIBLITIES OF FACULTY 
 

As per AICTE Pay Commission Recommendations, the Job Responsibilities of Faculty 
consists of 4 components viz; 
 



1 Academic 
2 Research & Consultancy 
3 Administration 
4 Extension Services 
5 Co-curricular activities 
 

Each of them is described below: 
 

ACADEMIC 
 

• Class Room Instruction 
• Laboratory Instructions 

• Curriculum Development 
• Development of Learning Resource Material & Laboratory Development 
• Students Assessments & Evaluation including examination work of University 
• Participation in the Co-curricular & Extra-curricular Activities 
• Students guidance & Counseling & helping their personal, ethical, moral and overall 

character development 
• Keeping Abreast of new knowledge and skills, help generate new knowledge and 

help dissemination of such knowledge through books publication, seminars, etc 
• Continuing Education Activities 
• Self development through upgrading qualification, experience & professional 

activities. 
 
 
RESEARCH & CONSULTANCY 
 

• Research & Development Activities and Research Guidance. 
• Industry sponsored Projects. 
• Providing Consulting and Testing Service. 

• Promotion of industry Institution interaction and R & D. 
 

ADMINISTRATION 
 

• Academic and Administrative management of the Department/Institution 
• Policy Planning, Monitoring & Evaluation and Promotional activities both at 

Departmental and Institutional level. 
• Design and development of new programs. 

• Preparing project proposals for funding in areas of R & D Work, Laboratory 
Development, Modernization, Expansion etc. 

• Monitoring and Evaluation of academic and research activities 

• Participation in policy planning at the Regional / National level for development of 
technical education. 

• Helping mobilization of resource for institution. 

• Develop, update and maintain MIS. 
• Plan and implement staff development activities. 
• Conduct performance Appraisal. 
• Maintain accountability. 

 

EXTENSION SERVICES 
 



• Interaction with Industry and Society. 
• Participation in Community Services. 
• Providing R&D support and consultancy services to industry and other User 

agencies. 
• Promotion of entrepreneurship and job creation. 
• Dissemination of knowledge. 

• Providing technical support in areas of social relevance. 
Any other relevant work assigned by the Head of the Institution. 
 

  
 
10 : WORKING HOURS & WORK LOAD 

 
 

Usually from 9 AM to 4.40 PM on all days. 
 

 TEACHING DAYS 
 

The institute shall have at least 180 full teaching days per year or 90 full teaching days per 
semester. “Teaching Day” here shall means actual class room/laboratory contacting 
teaching days and do not include days of examination/tours/sports etc. 
 

Workload class-room teaching of a teacher is as per AICTE norms. 
 

a)  Principal   : 4 hrs/week 
b)  Professor   : 8 hrs/week 
c)  Associate Professor  : 12 hrs/week 
d)  Assistant Professor  : 16 hrs/week 
 
Note : Teaching hours may exceed to complete allotted portion of Theory, Practical, 
Tutorial, also Test-IA-VTU Examination with the help of teaching staff available in the 
department. 
 

In addition to the above class-room teaching, all the above are expected to carry out their 
duties in academic, Research & Consultancy, Administration and Extension services. In all 
totally a minimum of 40 hrs per week. 
 

11. PERFORMANCE APPRAISAL OF EMPLOYEES 
 

  Faculty Performance Appraisal System consists of: 
 

• Self assessment 
• Appraisal by Student 

• Result Analysis 
• Appraisal by HOD 
• Appraisal by Principal 
• Feedback by AO & HR 

 

 Weightage given to the Appraisals 

 In case of Faculty and support staff (who have interaction with students) 

• 20% - Self Assessment = 100 



• 10% - Student   = 50 
• 50% - Result   = 250 
• 10% - HOD   = 50 

• 5% - Principal   = 25 

• 5%  - AO&HR                            =          25 

 

 In case of other Staff 
 

• Immediate Supervisor   50% 
• Superintendent / HOD   50% 

 
 
 

 

TRANSPARENCY: 
 

The Principal/HR/Head of Department will discuss results of the appraisal with each 
employee. Sustained good performance will be a requirement for: 
 

• Internal promotions 

• Selection to HODs/Chair persons of Committees 
• Selection Grade promotions 
• Eligibility for Study Leave and other benefits 

 

Results of the appraisal will find a place in the Personal file. Non-performance will be 
suitably dealt with. 
 

12. LEAVE RULES: 
 

These rules shall be called YENEPOYA INSTITUTE OF TECHNOLOGY Leave Rules and are 
applicable from 01.04.2016. 
 

a)  Casual Leave 

 

• All faculty and staff are eligible for 12 days casual leave in a calendar year. 

• Casual Leave can be availed at a time not exceeding two days, including 
General holidays and Sundays, prefixed, suffixed or occurring in between 
should be limited to seven days. 

• Faculty and Staff who have not completed one year of service can avail 
casual leave only on a pro-rate basis of 1 day of casual leave in a month 
after completion of 6 months service. 

• Sundays and Holidays availed during the period of casual leave are not 
counted as part of casual leave and compensatory leave. 

• Vacation and On Duty (OD) cannot be combined with casual leave. 
• Casual leave not availed in any calendar year cannot be carried over to the 

next calendar year. 
• Half a day casual leave can be availed if an individual starts working 

immediately after lunch break for the afternoon session or leaving 
immediately after half day's work in the forenoon and not returning for duty 
for the rest of the day. 



• The recognition of the presence of the individual for work is done only based 
on the signature of the individual in the attendance register kept for that 
purpose. 

• Sunday/Public Holidays/Restricted Holidays/weekly offs can be prefixed or 
suffixed to casual leave. 

• Casual leave is availed by individuals only on prior sanction of at least two 
days. However, on emergency, the individual can be absent from duty after 
informing at least by telephone/email/fax to the competent authority and 
administration office. This is permitted only on emergency. The number of 
absences will be governed as per the casual leave rules so far mentioned. 
The competent authority for all employees will be the concerned Principal*. 
For the Principal, the competent authority is the Campus director. 
 
 
 

• Leave cannot be taken for granted as a matter of right. It is only at the 
discretion of management and also keeping in view the students interests. 
Leave is granted to the employees upon exigencies. 

 

It is the responsibility of the faculty to make alternative arrangement for the classes the 
faculty missed because of the casual leave. The HOD will monitor and take suitable steps 
to see that no class is unattended. The same should be intimated to the Principal. 
 

• The rules and regulations given above may be followed while working out the pay 
bill for that month. 

 

The Sanctioning authority will be Principal. 
 

 

a)  Restricted Holiday (RH) 

 

  All staff members both Teaching and Non-Teaching are eligible for two days RH as 
per the identified festival list of RH which will be issued every calendar year. 

 

  The Sanctioning authority will be Principal 
 

b)  Vacation Leave  
 

  Faculties who have completed one year of service are eligible for a vacation leave of 
30 days per academic year. Wherever semester is in place, the faculty/staff shall 
avail 15 days of vacation in a semester. 

 

  The Sanctioning authority will be Principal 
 

The following cadres are classified as Vacation and Non-Vacation Staff. 
 

i) Vacation Staff 
 

 1) Professor 
 2) Associate Professor 



 3) Assistant Professor 
 

ii) Non-Vacation Staff 
 

 1) Principal 
 2) Prof & Head of Departmental 
 3) Chief Accounts Officer 
 4) Administrative Officer/Accounts Officer 
 5) Librarian 
 6) Physical Education Director 
 7) System Administrator 
 8) All Administrative & Accounts Staff 
 9) Network Engineer 
 10) Instructor/Assistant Instructor 
 11) Lab Technician 
 12) Mechanics 
 13) Group D Employees 

 

Procedure of Sanction: 
 

The principal is authorized to sanction leave to the individual staff on written request 
subject to the following conditions: 
 

i)  The faculty shall be available for examination work such as Practical examination, 
invigilation and valuation work. 

 

ii)  The faculty should be available for any urgent work, if called by the Principal. 
 

 

c)  Marriage Leave: 
 

  Staff members both Teaching and Non-Teaching who are getting married are 
eligible for Marriage leave of Ten (10) days only. They should submit the Leave 
application enclosing the Marriage Invitation Card for sanction. The faculty should 
make alternative arrangement for entrusting his/her teaching time/responsibility to 
any other faculty and he/she has to make up that subject teaching before the last 
working day. 

 

  The Sanctioning authority will be Principal & HR 

 

d) MATERNITY LEAVE: 
 

 All married women employees irrespective of cadre appointed on regular basis and 
have completed at least 2 years of service with the institute are eligible for 6 
months of Maternity leave on full pay only once during the entire service period. 
This leave is not debited to leave account. Leave is eligible only if they do not have 
more than two children. This benefit will be available only if the employee rejoins 
and continues her duties immediately on completion of the 3 months. 

 

 The Sanctioning authority will be Principal in consultation with Chairman. 



 

f) GENERAL RULE: 
 

 As far as possible, faculty and staff have to avail leave without affecting regular 
working. 

 

13. CAREER ADVANCEMENT: 
 

 As per AICTE norms. 
 

 The institute also grants an incentive Rs.5000/- per month to Ph.d. 
 

 

14. FACULTY DEVELOPMENT: 
 

 Higher Studies 

 

 The faculty is granted study leave for higher studies in the fields of specialization 
desirable from the point of view of the institution. The said facility is limited to one 
faculty member every year. 

 

 Preference will be given for the doctoral programs followed by Master Degree and 
Second Master Degree Programs on execution of a bond to the effect that he/she 
shall serve the institution for a period of 5 years in respect of Doctoral programs 
and 3 years in respect of Master's Programs and that in case he/she fails to 
successfully complete the said programme, he/she would refund the assured 
amount as per bond executed; and further that he/she would refund the assured 
amount on pro-rata basis in case he/she does not serve the institute for the full 
period as per the bond on return after successful completion of studies. 

 

SEMINARS/WORKSHOPS/CONFERENCE 

 

 Selection staff members are sponsored by the management for seminars, 
workshops and conference while meeting the expenses towards delegation fee and 
also treating the period of absence as 'ON DUTY'. 

 

 As an encouragement to the faculty to present papers in Seminars/Workshops of 
their interest, the management of YIT is pleased to provide a partial reimbursement 
of expenses to the faculty, presenting papers in Seminar/Workshops. 

 
Only to the staff approved Governing council in consultation to Principal in rotation 
and as per department. 
 

The following Incentives per each article published (first time & not repeated) in 
Journal is also available 

 

  a) International Level Journal   Rs.1000/- 
  b) National Level Journal   Rs.500/- 
    

 



PROMOTION OF RESEARCH 

 

The institute aims at providing, promoting research, development, consultancy and such 
other profession – promotional activities, involving the faculty at various levels. 
 

Such of those faculty, who exhibit initiative and drive by getting substantial grants for R & 
D work or for strengthening the infrastructure in the institute will be suitably encouraged 
and receive special commendations. 
 

STAFF DEVELOPMENT & TRAINING: SUPPORT STAFF (Administrative) 

 

Arranging in-house training programme for improving communication skills, particularly 
skills of writing, (with such inputs as grammar at basic level) with the help of the 
Department of English. 
 

Arranging two week training programme by way of requesting resource persons including 
the retired senior Government official with experience in Administration and Accounts 
areas besides utilizing the services of the Senior Officers. The training programme covers 
different functional and ministerial skills. 
 

Arranging training programme so as to enable the ministerial staff to acquire adequate 
working knowledge through hands on experience of computers utilizing the services of 
faculty attached with Computer Centre. 
 

STAFF DEVELOPMENT & TRAINING: SUPPORT STAFF (Technical) 

 

In respect of Technical Staff such as Lab Assistants, Lab Technician etc. refresher Training 
& Retraining Programs shall be arranged in such technical area, as required in view of 
changed curricula (Lab Practical’s) and also as suggested by the respective Program 
Managers and functional heads. 
 

15. WELFARE SCHEMES FOR FACULTY & SUPPORTING STAFF: 
 

 WELFARE MEASURES  
 

 The following are the service benefits and welfare measures extended to the staff 
of the institute. 

 

• Provision of canteen in the campus. 
• In the event of death of an employee while in service, an amount of Rs.10,000/- is 

granted to the dependents of the deceased employee, towards funeral expenses. 
• Educational loan for higher studies in deserving cases. 
• Grant of Rs.5,000/- for marriage of the Administrative Staff, Maintenance, House 

Keeping staff and Drivers. 
• Interest free advances during emergency 

• 50% concession for First child of employee and 25% concession on fees for the 
second child. 

• In the event of death of an employee while in service his/her dependent will be 
considered for employment on compassionate grounds, depending upon the merit 
of the case, limited to the cadre Junior Assistant, subject to eligibility of the 



individual concerned and the availability of vacant posts. 
• Reimbursement of part of school fee of the children of lower level staff. 
• Contributing PF to the extent of 12% of pay. 
• Uniforms to attenders, drivers and house keeping staff. 
• Reimbursement of part of expenses of faculty attending valuable seminars, 

conferences, etc. 
• Reimbursement of conveyance expenses. 

• Laptop free of cost to HOD’s / department only for Institutional work and to use 

within the College Campus. 

• Grant of extra duty allowance to transport and housekeeping staff performing late 
duty. 

• Grant of incentives on achieving good results. 
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1. Introduction to the policy  

Information Technology has been globally recognised as an essential vehicle of "growth and 

development" in the new millennium. Yenepoya Institute of Technlogy has taken up 

Information Technology & Communication (IT) as the principal engine of rapid growth. The 

IT departments committed to deploying IT services as an effective tool for catalysing 

accelerated and efficient governance in Institute operation 

Statement of purpose: 

The purpose of this IT policy is to outline the acceptable use guidelines for IT 

equipment and services at the Institution. This policy intends to promote a culture of 

openness, trust, and integrity. These are general guidelines on what can be done, and 

what should not be done, on the Institution IT  infrastructure to ensure efficient and 

effective use of Institution IT  resources; protect IT  resources from injurious actions, 

including virus attacks, data loss, unauthorised access, network, and system failures, 

and legal problems.   

This policy seeks to guide designers, developers, and users of Information and IT 

resources on appropriate standards to be adopted at the Institution. Its objectives 

include to:  

● Guide in developing a pervasive, reliable and secure communications 

infrastructure conforming to recognised International standards supporting all 

services in line with the priorities of the Institution;  

● Provide a framework for the development and management of IT  network 

services that shall ensure the availability, reliability, enhanced performance, 

security, and reduce the cost of running the IT   infrastructure;  

● Establish information requirements and implement security across the 

Institution's IT  infrastructure;  

● Provide a framework, including guidelines, principles, and procedures for the 

development and implementation of management information systems in the 

Institution;   

● Guide the handling of organisational information within the IT department and 

the Institution as a whole by ensuring compliance with applicable statutes, 

regulations, and mandates for the management of information resources; and 

thereby establish prudent practices on the internet and the Institution intranet 

use;  

● Uphold the integrity and image of the Institution through defined standards 

and guidelines for ensuring that the content of the Institution's websites is 

accurate, consistent and up-to-date;   

● Serve as the direction pointer for the IT's mandate in supporting users, 

empowering them towards making maximum use of IT  services and resources 

and specifying the necessary approaches;  

● To guide the process of enhancing user utilisation of IT  resources through 

training;  

● Outline the rules and guidelines that ensure users' PCs, and other hardware are 

in serviceable order, specifying best practices and approaches for preventing 

failure;  
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2. Network development and management policy 

Introduction  

The information and communications infrastructure at the Institution  have evolved into a 

vast, complex network over which the education, research, and business of the Institution is 

conducted.  It is envisaged that the network will integrate voice, data, and video, to form a 

unified information technology resource for the Institution community. Such a network shall 

demand adherence to a centralised, coordinated strategy for planning, implementation, 

operation, and support. Decentralisation shall be implemented through appropriate Institution 

structures.    

The Institution network functions shall be broken down into the following areas: 

Campus Local Area Networks (LANs) 

Wireless networks 

Connection to, access and usage of IT facilities  

New or changed use of IT equipment  

Monitoring of network performance.  

This, therefore, shall require a policy that will secure the future reliability, maintainability, 

and viability of this valuable asset.  

 

Objectives  

The objective of this policy is to establish a comprehensive and uniform Network        

Development & Management policy for the administration of the Institution IT 

infrastructure.   

This policy defines the arrangements and responsibilities for the development, installation, 

maintenance, and use and monitoring of the Institution 's networks to ensure that, these 

networks are adequate, reliable, and resilient to support continued high levels of activity.  

This policy applies to any person accessing or using the IT infrastructure owned,   managed, 

supported, or operated by, or on behalf of the Institution. These include all Institution staff 

and students; any organisation accessing services over Institution IT networks; persons 

contracted to repair or maintain the Institution's IT networks; and suppliers of network 

services.  

The Institution will develop and support an Institution -wide IT network as an underlying 

infrastructure service for the facilitation of sharing electronic information and resources by all 

members of the Institution. This includes all staff and students of the Institution, and other 

persons engaged in legitimate Institution business as may be determined from time to time. 

The Institution network will be designed and implemented in such a way as to serve those 

located at the Institution campuses and, to a lesser extent, those located elsewhere.  
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The ultimate goal is that every room in the Institution in which research, teaching, learning, 

or administration functions take place should be connected. And every member of the 

Institution should have the capability to access the Institution IT  infrastructure.  

The network will form part of the general fabric or infrastructure of the Institution.  

There will be one coherent network supporting access to all general information services 

provided to the Institution members. 

High levels of availability, reliability, and maintenance will be major objectives in the 

construction and operation of the Institution IT network.  

The design and construction of the Institution network will take into account emerging 

technologies and standards wherever possible. 

Before the installation of the "live" situation, major network developments shall be "soak-

tested" an off-line simulation.  

For up to two months after the live installation of the new development, the network provider 

that it is to be replaced shall, wherever possible, remain in place as a "fall-back" in the event 

of any subsequent failure of the new development when it is subject to actual user demand.  

IT network provision in new and refurbished buildings  

Network provision for new and refurbished buildings shall be made following the 

specification published from time-to-time by the IT Department. 

Where the network requirements are of specialised nature, the Head of the 

Facility/Department concerned shall seek further guidance from the IT Department. 

All new buildings to be erected in the Institution shall incorporate an appropriate structured 

cabling system to allow connection to the Institution network.   

The Institution network will consist of several parts: "Backbone" systems, a collection of 

inter-building connections; "Campus LANs," wireless networks (Hotspots) 

The Institution network backbone will comprise an inter-building cabling system, together 

with one or more "Gateway" interfaces at each building or in the path to each building which 

will connect the backbone to the network(s) within each building.  

Structure of Institution backbone  

The Institution network backbone shall connect, singly or severally, to buildings, not to 

individual departments or units.   

The planning, installation, maintenance, and support of the Institution network backbone 

shall be under the control of the IT department.  

Connection to the Institution network backbone shall be approved by the IT department.  

The Institution network backbone at any particular point of time will be aimed at facilitating 

the traffic flow between connected buildings or networks. 

 

Structure of campus LANs  
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Wherever feasible, the network(s) within each building shall be arranged so that there is a 

point of connection to the Institution network backbone.  In cases where it is not possible to 

establish a single connection, multiple building gateways may be installed.   

Network protocols used on building networks and communicating through the gateway must 

use approved configuration parameters, including approved network identifiers.    

Building networks connecting to the Institution network shall meet overall Institution 

network security and management requirements.  

Wireless networks  

Wireless LAN also is known as hotspot or Wi-Fi are networks rolled out using radio waves to 

provide mobile network access as defined under IEEE 802.11 protocol.   

Structure of wireless networks.  

Installation, configuration, maintenance, and operation of wireless networks serving on any 

property owned by the Institution, are the sole responsibility of the IT department. Any 

independently installed wireless communications equipment is prohibited.  

Wireless access points shall terminate at a point of connection to the Institution network 

backbone. In cases where it is not feasible to establish a single connection, multiple wireless 

gateways may be installed limited to a maximum of three hops.   

Wireless networks connecting to the Institution network shall meet overall Institution 

network security and management requirements, including approved network identifiers. 

Access to IT facilities  

Server Rooms, network racks, and IT network equipment  

All server rooms and network racks shall be locked at all times.  

Entry to server rooms and network racks, and interference with IT network equipment is 

strictly prohibited.   

Other than in an emergency, access to server rooms and network racks and IT network 

equipment shall be restricted to designated members of staff of the IT department. Any 

necessary access must have the prior written consent of the IT Department. 

Access in an emergency 

In the event of a fire or other emergency, security staff and/or staff of the maintenance 

department and/or the emergency services may enter these areas, without permission, to deal 

with the incident.  

Network equipment  

Only designated members of the staff of IT are authorised to install and maintain active 

network equipment, including hubs, switches, and routers connected to the Institution's IT 

networks.  

Connection to and usage of IT facilities  

All connections to the Institution's IT networks must conform to the protocols defined by the 

IT Department and with the requirements that apply to Internet Protocol (IP) addresses.   

Only designated members of staff of the IT department, or other staff explicitly authorised by 

the IT , may make connections of desktop services equipment to the IT network.  
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External access to servers on the backbone network  

External access means access by a person's external to the Institution; access to the backbone 

network from external locations.  

Where specific external access is required to servers on the backbone network, the IT 

Department shall ensure that this access is strictly controlled and limited to specific external 

locations or persons.   

The IT Department will monitor compliance with access arrangements as stipulated in this IT 

Policy and the relevant IT security policy on server security issued by the Institution from 

time to time.  

Suspension and/or termination of access to IT networks  

A user's access to the Institution's IT networks will be revoked automatically 

At the end of studies, employment or research contract. 

At the request of the Principal of Faculty/Head of Resource Centre/Head of Department or 

Head of Unit. 

Where there is a breach of these regulations  

The Institution reserves the right to revoke a user's access to the Institution's IT network 

where the user is suspended under a disciplinary investigation.  

The Principal will establish mechanisms to ensure that changes in student/employment status 

are communicated immediately to the IT Department so that their network access and email 

accounts can be suspended or deleted as appropriate immediately.  

Abuses of or failure to comply with these arrangements shall result in immediate restriction 

or disconnection from the network. 

Procedures on the restriction of use  

Appropriate procedures shall apply in restricting usage after a formal complaint has been 

lodged or a breach of policy or rule has been reported or detected.  

Suspension of the account shall be for a minimum period of four weeks. Formal approval of 

the relevant Principal and/or the Head of department or Head of section and a signed 

undertaking to abide by the Rules of Use shall be required before reinstatement of the 

account.  

Permanent disabling of the account shall be taken, where the severity of the offence warrants 

such action. 

3. IT security and internet policy: 

Definitions of terms  

Spam - Unauthorised and/or unsolicited electronic mass mailings  

Chain letters," "Ponzi," "pyramid" schemes- Messages that purport to tell the addressee how, 

for a relatively small investment, the addressee can make huge amounts of money. There are 

several variations, but they are all based on a common fraudulent concept — that the 

addressee pays a relatively small amount of money to a few people above the addressee in a 

chain, with the expectation that later a very large number of people will be making similar 

payments to the addressee.  
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Port scanning- Attempting to learn about the weaknesses of a computer or a network device 

by repeatedly probing it with a series of requests for information. 

Network sniffing -Attaching a device or a program to a network to monitor and record data 

travelling between computers on the network.  

Spoofing -The deliberate inducement of a user or a computer device to take an incorrect 

action by Impersonating, mimicking, or masquerading as a legitimate source.  

Denial of service -Procedures or actions that can prevent a system from servicing normal and 

legitimate requests as expected.  

Ping attack - A form of a denial of service attack, where a system on a network gets "pinged," 

that is, receives an echo-request, by another system at a fast repeating rate thus tying up the 

computer so no one else can contact it. 

General use and ownership policy  

Roles  

a) While the IT department is committed to the provision of a reasonable 

level of privacy, the IT department shall not guarantee the confidentiality 

of personal information stored or transmitted on any network or device 

belonging to the Institution. The data created and transmitted by users on 

the IT systems shall always be treated as the property of the Institution.  

b) The IT department shall protect the Institution's network and the mission-

critical Institution data and systems. The IT department shall not guarantee 

the protection of personal data residing on Institution IT infrastructure.    

c) Users shall exercise good judgment regarding the reasonableness of 

personal use of IT services. They shall be guided by IT policies concerning 

personal use of IT internet, intranet or extranet systems. In the absence of 

or uncertainty in such policies or uncertainty, they shall consult the 

relevant IT staff.  

d) For security and network maintenance purposes, authorised staff within the 

IT department shall monitor equipment, systems, and network traffic at 

any time as provided for in the network and development policy.  

e) The IT department shall reserve the right to audit networks and systems 

periodically to ensure compliance with this IT Policy.  

Securing confidential and proprietary information 

f) Institution data contained in IT systems shall be classified as either 

confidential or no confidential. Examples of Confidential Information 

include but are not limited to payroll data, human resource data, and 

research data. Employees shall take all necessary steps to prevent 

unauthorised access to confidential information  

g) Users shall keep passwords secure and shall not share accounts. 

Authorised users are responsible for the security of their passwords and 

accounts. System-level passwords shall be changed every month; user-

level passwords shall be changed at least once every six (6) months.   

h) All PCs, laptops, and workstations shall be secured with a password-

protected screensaver with the automatic activation feature set at 10 

minutes or less, or by logging-off when the host is unattended.   
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i) Postings by users from the Institution email address to newsgroups shall 

contain a disclaimer stating that the opinions expressed are strictly the 

user's and not necessarily those of the Institution unless posting is in the 

course and within the scope of official duties.   

j) All hosts connected to the Institution internet, intranet, or extranet, 

whether owned by the user or the Institution shall at all times be required 

to execute approved virus-scanning software with a current virus 

database.   

k) The user shall exercise caution when opening email attachments received 

from unknown senders, which may contain viruses, email bombs, or 

Trojan horse code.   

Conditions of use of computing and network facilities   

Unacceptable system and network activities The following activities shall be strictly 

prohibited, with no exceptions:  

Violations of the rights of any person or company protected by India's copyright, trademark, 

patent, or other intellectual property (IP) law and the Institution's Intellectual Property Policy, 

other relevant policies, or the Institution's code of conduct.   

Introduction of malicious programs into the network or server, for instance, viruses, worms, 

Trojan horses, or email bombs.   

Sharing of the Institution user accounts and passwords– users shall take full responsibility for 

any abuse of shared accounts   

Using the Institution computing resources to actively engage in procuring or transmitting 

material that could amount to sexual harassment or constitute the creation of a hostile work 

environment.   

Making fraudulent offers of products, items, or services originating from any the Institution 

account.   

Causing a security breach or disruptions of network communication. Security breaches 

include, but are not limited to, accessing data of which one is not an intended recipient or 

logging onto a server that one is not expressly authorised to access unless this is within the 

scope of regular duties. For purposes of this section, "disruption" includes, but is not limited 

to, network sniffing, pinged attacks, packet spoofing, denial of service, and forged routing 

information for malicious purposes.   

Port scanning or security scanning unless prior notification to IT Department is made.   

Executing any form of network monitoring which will intercept data not intended for the 

originator's host computer, unless this activity is a part of an employee's normal job or duty.   

Circumventing user authentication or security of any host, network, or account.   

Interfering with or denying service to other network users, also known as a denial of service 

attack.   

Using any program, script, or command, or sending messages of any kind, with the intent to 

interfere with, or disable, another user's terminal session, via any means, locally or via the 

internet, intranet or extranet.  
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Using the Institution network or infrastructure services, including remote connection 

facilities, to offer services to others within or outside the Institution premises on free or 

commercial terms. 

 

 

Wireless network users responsibilities   

Any person attaching a wireless device to the Institution network shall be responsible for the 

security of the computing device and any intentional or unintentional activities arising 

through the network pathway allocated to the device   

The Institution accepts no responsibility for any loss or damage to the user computing device 

as a result of connection to the wireless network  

Users shall ensure that they run up to date antivirus, host firewall, and anti-malware software 

and that their devices are installed with the latest operating system patches and hotfixes  

Users shall authenticate on the wireless network for every session  

Wireless network users shall ensure that their computer systems are properly configured and 

operated so that they do not cause inconveniences to other Institution network users. 

The wireless network is provided to support teaching, research, or related academic activities 

at the Institution. Use of the Institution wireless network services for other purposes is 

prohibited  

Wireless network users shall get their network addresses automatically; a valid network 

address shall be granted when connected. The use of other network addresses is prohibited. 

Appropriate use of electronic mail and communications facilities provided by the Institution 

are intended for teaching, learning, research, outreach, and administrative purposes. 

Electronic mail may be used for personal communications within appropriate limits.  

Appropriate use and responsibility of users  

Users shall explicitly recognise their responsibility for the content, dissemination, and 

management of the messages they send. This responsibility means ensuring that messages: 

 Our courteous and polite. 

 Are consistent with Institution policies. 

 Protect others' right to privacy and confidentiality. 

 Do not contain obscene, offensive or defamatory material. 

 Are not used for purposes that conflict with the Institution's interests. 

 Do not unnecessarily or frivolously overload the email system (e.g. spam and junk 

mail). 

 Do not carry harmful content, such as viruses. 

 Are not for commercial purposes. 

 

4. Email Account Use Policy: 
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In an effort to increase the efficient distribution of critical information to all faculty, staff and 
students, and the Institution's administrators, it is recommended to utilize the Institution’s e-
mail services, for formal Institution communication and for academic & other official 
purposes.E-mail for formal communications will facilitate the delivery of messages and 
documents to campus and extended communities or to distinct user groups and individuals. 
Formal Institution communications are official notices from the Institution to faculty, staff 
and students. These communications may include administrative content, such as human 
resources information, policy messages, general Institution messages, official 

announcements, etc. 

Users may be aware that by using the email facility, the users are agreeing to abide by the 
following policies: 

 
 The facility should be used primarily for academic and official purposes and to a 

limited extent for personal purposes. 

 Using the facility for illegal/commercial purposes is a direct violation of the 

Institution’s IT policy and may entail withdrawal of the facility. The illegal use 

includes, but is not limited to, the unlicensed and illegal copying or distribution of 

software, sending of unsolicited bulk e-mail messages. And generation of threatening, 

harassing, abusive, obscene or fraudulent messages/images. 

 While sending large attachments to others, user should make sure that the recipient 

has email facility that allows him to receive such large attachments. 

 User should keep the mail box used space within about 80% usage threshold, as ‘mail 

box full’ or ‘mailbox all most full’ situation will result in bouncing of the mails, 

especially when the incoming mail contains large attachments. 

 User should not open any mail or attachment that is from unknown and suspicious 

source. Even if it is from known source, and if it contains any attachment that is of 

suspicious nature or looks dubious, user should get confirmation from the sender 

about its authenticity before opening it. This is very much essential from the point of 

security of the user’s computer, as such messages may contain viruses that have 

potential to damage the valuable information on your computer. 

 User should not share his/her email account with others, as the individual account 

holder is personally held accountable, in case of any misuse of that email account. 

 User should refrain from intercepting, or trying to break into others email accounts, as 

it is infringing the privacy of other users. 

 While using the computers that are shared by other users as well, any email account 

that was accidentally left open by another user, should be promptly closed without 

peeping into its contents, by the user who has occupied that computer for its use. 

 

 

5.IT Hardware Installation Policy 

Institution network user community needs to observe certain precautions while getting their 
computers or peripherals installed so that he/she may face minimum inconvenience due to 
interruption of services due to hardware failures. 

Who is Primary User: 

An individual in whose room the computer is installed and is primarily used by him/her, 

is considered to be “primary” user. If a computer has multiple users, none of whom are 
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considered the "primary" user, the department Head should make an arrangement and 

make a person responsible for compliance. 

What are End User Computer Systems 

Apart from the client PCs used by the users, the Institution will consider servers not directly 

administered by internet unit, as end-user computers. If no primary user can be identified, the 

department must assume the responsibilities identified for end-users. Computer systems, if 

any, that are acting as servers which provide services to other users on the Intranet/Internet 

though registered with the internet unit, are still considered under this policy as "end-users" 

computers. 

 

Warranty & Annual Maintenance Contract 

Computers purchased by any Section/Department/Project should preferably be with 3-year 

on-site comprehensive warranty. After the expiry of warranty, computers repaired by outside 

vendor. Such maintenance should include hardware part change, motherboard repair.  

 
D. Power Connection to Computers and Peripherals 

All the computers and peripherals should be connected to the electrical point strictly through 

UPS. Power supply to the UPS should never be switched off, as continuous power supply to 

UPS is required for battery recharging. Further, these UPS systems should be connected to 

the electrical points that are provided with proper earthling and have properly laid electrical 

wiring.  

E. Network Cable Connection 

While connecting the computer to the network, the connecting network cable should be away 

from any electrical/electronic equipment, as they interfere with the network communication. 

Further, no other electrical/electronic equipment should be shared with the power supply 

from where the computer and its peripherals are connected.  

F. File and Print Sharing Facilities 

File and print sharing facilities on the computer over the network should be installed only 

when it is absolutely required. When files are shared through network, they should be 

protected with password and also with read only access rule. 

G. Maintenance of Computer Systems provided by the Institution 

For all the computers that were purchased by the Institution centrally and distributed by the 
IT Department and will attend the complaints related to any maintenance related problems. 

 

6.User Support Services Policy 

Definition of Terms  

IT projects: Any IT work or undertaking, and has a clear beginning and end, and is intended 

to create or deploy IT technology, product, knowledge, or service. 
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Basic Operation Unit (BOU): A laboratory with or more computers used by academic, non-

teaching staff or students for general use, research, in a classroom setting, and operated by an 

autonomous Department, School, Faculty, Institute, Centre or other Unit of the Institution.    

Hardware: All Institution-owned computer and peripheral equipment (such as printers, 

scanners, CD-ROMS (Read-only memory compact discs, network cards, and multimedia 

equipment.  

Tools and equipment: The stock of shared tools maintained both centrally at the IT 

department and within individual campuses for use by the support personnel. 

IT user support services: IT services directed at IT users to enable them effectively exploit IT 

technologies, products, and services available at the Institution.  These shall mean all 

activities, carried out by the support personnel involving setup, creation, procurement and 

acquisition, installation and deployment, repair and training on IT products and services, to 

assist users in maximising expected utility and benefit  

Support coverage: Support site and deployment of support personnel following the assessed 

support load per site.  

Hardware support: Attending to problems associated with hardware categories as listed under 

the support policy.   

Software support: Attending to problems associated with software categories as listed under 

the support policy.   

MIS support: support for corporate Information Systems used by the Institution.  

Introduction the IT department acquires, develops and develops a variety of IT technologies, 

products, and services in response to the academic business and related requirements of the 

Institution. Upon production, these requirements are distributed (or made available) to users. 

Thereafter, continuous and tailored support is necessary for users to fully exploit them. A 

policy guideline is necessary for this support.  

Policy Objectives  

A guideline for the IT user support service for enabling bona fide Institution IT users to 

productively exploit provided Institution IT resources.  

Specific Services include general user support service; PC and User Peripheral Service; 

Hardware Maintenance Service; Software Support Service, Network Support Service; IT  

Staff Professional Training Service; IT  User Training Service; Operationalisation of IT  

Projects. 

Policy Scope: This guideline shall steer the activities of producers and consumers of IT 

technology, products, and services across the Institution.  

 

 

Institution IT projects and services  

The Deputy Director, IT shall ensure that IT Support services are available to assist 

Institution IT users with technical and logistical support in the implementation (or roll-out) 

and operationalisation of IT  technology, projects, products; and services.  
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Advocacy: The IT department through user support services shall provide users with 

consultancy services on IT  related matters; it shall provide technical representation in all IT  

related meetings and committees in colleges and campuses; it shall communicate relevant 

user support information to users, and provide them with liaison interface (or escalation 

point) to the IT department. 

Support coverage  

Support sites shall be designated by campus and to some extent by function.  These shall be 

as detailed in the schedule of support coverage in the standards document 

The IT Support function shall provide qualified support personnel at each Institution campus. 

IT support personnel shall be deployed following the assessed support load per support site 

(or campus).  The load shall be proportional to the extent to which IT s are in use, determined 

mainly by the expansion of the Institution network and the number of users there off.  

Procurement support  

The IT user support function shall assist users in deriving the technical requirements and 

specifications of all IT acquisitions and purchases. Other acquisitions and purchases must 

meet the minimum specifications as outlined in the IT procurement policy for all hardware, 

software, services, and consumables to guarantee support by IT under the categories outlined 

above. The IT user support function shall verify all IT acquisitions and purchases. 

Infrastructure support  

The IT user support function shall assist users in carrying out surveys, design, requirements 

specifications, and preparation of BOQs, material acquisition, and supervision of the 

implementation of all IT infrastructures at the Institution. 

Hardware support  

The user shall be responsible for daily care and basic routine maintenance of IT hardware 

under their care as defined in the section on IT equipment maintenance policy. 

On a second level, the IT support function shall support the hardware categories that are 

commonly required by users in their offices, computer rooms, laboratories, and lecture 

theatres to perform their job responsibilities. These shall include servers, desktop computers, 

laptop computers, printers, scanners, digital cameras, liquid crystal display (LCD) projectors, 

network access hardware, among others.   

Software and MIS support  

IT user support shall support software categories that are commonly required by users for use 

in their offices, computer rooms, laboratories, and lecture theatres to perform their job 

responsibilities.   

 

IT Services support  

The IT department shall support IT services that are commonly required by users in their 

offices, computer rooms, laboratories, and lecture theatres to adequately perform their job 

responsibilities.   
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Services acquisitions shall meet the minimum specifications as outlined in the IT 

procurement policy to guarantee support by IT.   

Departmental support  

The IT support function shall act as the second level support to the existing Computer 

Laboratory Administrator for Institution Basic Operation Units (BOU). IT department staff 

shall be available to consult or to help with significant problems.  

The IT department shall not be available to provide basic and routine cleaning and simple 

troubleshooting for machines except where such computer laboratories are directly owned by 

the IT department 

Network devices  

The IT department hall own core network active devices such as switches, routers, bridges, 

gateways and related equipment including enclosures, and shall be responsible for the 

following:  

a) Creating and maintaining an adequate operating environment (floor space, 

environment control, ventilation, backup power supply) for the equipment.  

b) Routine maintenance and upgrade of the equipment.  

c) Advising on all expenses incurred during repair, maintenance, and 

upgrade. 

Printing Facilities  

A BOU in the Institution may implement a centralised printing facility at which most print 

jobs shall be processed.  This shall be equipped with at least one print device of appropriate 

specification  

Escalation of support requests  

Where necessary, the IT support function shall escalate user support requests to appropriate 

IT department sections and other Institution functional units.  

Support resources  

The College/Campus/Department shall provide office and workshop space; furniture; and 

basic office amenities to IT support function. 

Tools and Equipment  

Every campus shall have a stock of support tools consisting of items as determined by the 

support work within.  Also, a stock of shared tools shall be maintained centrally in the IT 

department. 

Dress and Gear  

Support personnel shall be supplied with protective and safety clothing and gear suitable for 

the tasks involved in the support activities.  These shall include items such as overalls, dust 

coats, dust masks, safety gloves, and other items as the management of the IT department 

may determine from time to time.  

Logistical Resources  
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Towards realising the set support standards such as turn-around time and low downtime, the 

IT department shall ensure the availability of logistical resources for transport to ensure rapid 

movement between support sites and communications to ensure contact between support 

personnel.  

Communication: Support personnel shall be equipped with appropriate communication 

equipment to maintain effective contact with one another in the course of duty.  

Enforcement  

The Enforcement of this policy shall be the responsibility of the Deputy Director, IT. This 

shall be ensured through strict adherence to the IT standards.   

Violations will be addressed through established Institution and national legal mechanisms.  

Where required and applicable, the Vice-Chancellor shall provide oversights, insights, and 

guidance in case of any violation.  

7. IT Operations and Maintenance Policies  

Policy Statement: The YIT is highly dependent on technology to perform its activities daily. 

As a result, the Institution has adopted a formal approach to operating and maintaining its 

Information Technology ("IT") systems and resources. 

Objective: The objective of this policy is to define the roles, responsibilities, and critical 

elements for the efficient operations and support of IT systems at the Institution. 

This policy applies to: 

a) All universities offices, campuses and learning centres, including 

specifically the IT department. 

b) All IT systems or applications managed by the Institution that store, 

process or transmit information, including network and computer 

hardware, software and applications, mobile devices, and 

telecommunication systems. 

c) IT Problems" are conditions or situations (known or unknown) that can 

result in an incident. 

d) "IT Incidents" are unplanned events that cause an interruption to, or a 

reduction in, the quality of the IT operations or services. 

e) "Security Vulnerabilities" are IT problems that present specific risks to 

cybersecurity.  Vulnerabilities that have a high probability of being 

exploited and that will highly impact the Universities (risk of operation 

disruption, data breach, etc.) are often labelled as "Critical" or "High". 

 

8. End User support:  

The IT support team will act as the central point of contact for all IT technical requests. 

The users will log the service request with the IT support team by call or mail 

The IT help desk will use the following guidelines to prioritise its response to requests 
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 Emergency:  Requests for issues having a significant and immediate impact on the 

Institution's . 

For example:  

An issue is affecting all or a large number of users. 

An issue is preventing users from accessing critical applications or data, or impacting 

critical functions. 

 High: Requests for issues having an important impact on the Institution's operations.  

For example: 

An application error is affecting a small group of users. 

An issue is impacting important functions in a system. 

An information security incident or vulnerabilities with a medium/high 

severity/risk. 

 Low :Requests for issues having a limited or non-immediate impact on the 

Institution's operations. For example: 

An issue is affecting one person only. 

An issue is impacting a non-critical function in a system (reporting for example). 

A security incident or vulnerability with a low/medium severity/risk. 

A "cosmetic" request, to improve a system functionality "look and feel" or a minor 

non-functional change to a system. 

 

The assigned System administrator or IT assistant will respond to all requests submitted to 

the IT team within a one- week period where possible. If a request cannot be processed 

within a one-week timeframe, the System administrator or IT assistant should inform the 

user who submitted the request. 

 

9. E-waste policy: 
E-waste has been defined as- 

"Waste electrical and electronic equipment, whole or in part or rejects from their 

manufacturing and repair process, which are intended to be discarded." 

Whereas, electrical and electronic equipment has been defined as 

"Equipment which is dependent on electrical currents or electromagnetic fields to 

fully functional". 

Like hazardous waste, the problem of e-waste has become an immediate and long-

term concern as its unregulated accumulation and recycling can lead to major 

environmental problems endangering human health. This calls for an urgent need 

for e-waste management so as to preserve the ecological balance and reduce 

landfills. Recycling end-of-life products is vital if we are to save resources and 

minimise waste. 

 

Do's and Don'ts of E-waste: 

Do's: 

l) Always look for information on the catalogue with your product for 

end-of-life equipment handling. 

m) Ensure that only authorised recyclers/ dismantler handle your electronic 

(i.e. LED TV's and accessories) products 

n) Always call at your products toll-free no's to dispose of those that have 

reached the end-of-life. 
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o) Always drop your used electronic products, batteries or any accessories 

when they reach the end of their life at your nearest authorised e-waste 

collection points. 

p) Always disconnect the battery from product, and ensure any glass 

surface is protected against breakage. 

Don'ts: 

a) Do not dismantle your electronic products on your own. 

b) Do not throw electronics in bins having "Do not Dispose" sign. 

c) Do not give e-waste to informal and unorganised sectors like Local 

Scrap Dealer/ Rag Pickers. 

d) Do not dispose of your product in garbage bins along with municipal 

waste that ultimately reaches landfills. 

The E-waste collected at the Institution is stocked at the E-waste godown, and is disposed 

to E-waste handlers – "Moogambigai Metal Refineries" who are licensed for processing 

e-Waste, recycling, and management activities from Karnataka state pollution control 

board. 


